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Superseded Information

CITSS User Guide Volume I, released in December 2012, provides guidance for User Registration
in CITSS. Since release of the CITSS User Guides Volumes I-1ll, some procedures and processes
have changed and CITSS has been updated to incorporate changes and new functionality.

This user guide (Volume I, User Registration) describes the registration process that an
individual must complete to become a registered CITSS user. A component of the user
registration process is the submittal of hard copy documentation to support a Know-Your-
Customer (KYC) review performed by ARB. ARB recognizes a second form of KYC
documentation referred to as “KYC Option 2”. KYC Option 2 allows a Covered Entity to maintain
the KYC records for employees that register in CITSS, reducing the documentation that must be
submitted to ARB.

The original release of this user guide indicated that individuals registering under KYC Option 2
could enter the employer’s business address as the Primary Residence in the CITSS user
registration form. This user guide has been revised to explain that the Primary Residence
address entered in CITSS must match the hard copy documentation held by the employer and
represent the user’s personal primary residence.

References to the CARB CITSS Help Desk were updated in September 2017.




Table of Contents

Table of Contents

1.0 User Guide INtrOAUCTION ......ceiiiiiiiiiiiiiiiiiiieeeeeeeeeeee ettt 1
1.1 USEr GUIAE VOIUME L....oiiiiiiiiiiiiiiiiiiiiiiiiiieiiseseeieeeeseeseeseebeeeesssessasbabessbebsnesaesnnsansnnnes 2
1.2 ACCESSING the CITSS ... e e e e e e e e e e eeaeanes 2
1.2 CITSS User Registration and Account Application ProCess ........ccccccceeeeieeeeeeeennnnns 4

2.0 User RegiStration OVEIVIEW. .........iiiieeeiiieeiiiiiiie e e e e e e et s e e e e e e e e eeaan e e e e e e e eeeneannnanas 7
2.1 Preparing for CITSS RegQIStratioN............uuuiiiiieeiiiieiiiiei e ee e e 8
2.2 Covered and Opt-in Entity KYC Documentation Options .............cceeeveeeeeveeeeeinnnnnnn. 9

3.0 Completing CITSS User REQISIIAtiON ............uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiieiiiieieeeeeeaees 10
3.1 Entering EIeCtroniC Datal ........ccoooeeieeeeeeeeeeeeeeeeeeeeee 10
3.2 Completing Required Forms and Documentation .............cccevvvvvviiiiineeeeeeeeeiiinnnnnn. 23
3.3 Submitting the User Registration DOCUMENLS ...........ccovvieeeiiiiiiiiiiiiieeee e 33

4.0 ACLIVE CITSS USEIS....oiiiiiiiiiiii e eeeeeetie s e ettt s e e e e e e e e e e et s e e e e e e e e eeesann e eaeees 39
O LT g (0] T T [P 40
A U L= g e o ] 1= 41
4.3 Updating a User Profile ... 43
4.4 User Profile — User IDS and PasSWOIAS ............uuuiiiiieeiieiieiiiieee e 51

California Environmental Protection Agency

©= Air Resources Board December 2012 Vol. | - Page i



http://www.arb.ca.gov/

Table of Contents

Table of Figures

Figure 1 — CITSS WEICOME PAQE ......vuviiiie ittt e e e e e e e e e eeaanns 3
Figure 2 — User Registration and Account Application lllustration...........ccccccvvvvvvveennnnnn. 5
Figure 3 — CITSS WEICOME PAJE ......ceiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee ettt 11
Figure 4 — CITSS User Registration PaAge..........ccuuviiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeee 11
Figure 5 — User Registration FOIM ...........ooiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 13
Figure 6 — User Registration Page (middle portion) .............ouuiiiiiiieeiiieeeiiiiie e 15
Figure 7 — User Registration Page (Iower portion) .........ccooevuuviiiiiiieeeeeeeeiiiiiis e eeeeeeennns 17
Figure 8 — User Registration Page Error MeSSage.........ccovvvvuvuiiiiiiieeeeeeeiiiiiieeeeeeeeeeeanns 18
Figure 9 — CITSS Terms and Conditions Page ...........cccoovriiiiiiiiiiiiieeeeeeeeicee e 19
Figure 10 — CITSS Registration Submitted Page ...........ccoovvvviiiiiiiiiiiiiiiiiiiiiieieeeee 21
Figure 11 — User Registration CheckIiSt.............coovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 24
Figure 12 — User Registration Form (printed)...........ccovvviviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 25
Figure 13 — Proof-of-Identity Form (printed) .........ccoevviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee 26
Figure 14 — Proof-of-ldentity Form (partial) ............ccoooeieiiiiiiiiiiii e 28
Figure 15 — Proof-of-ldentity Form (partial) ............ccoooeiiiiiiiiiiii e 30
Figure 16 — Proof-of-ldentity Form (partial) ............ccoooeiiiiiiiiiiiiii e 32
Figure 17 — Forms Available to Make COrreCtions ...........coouuvuuiiiiiieeeeeeeeiiccee e eeeeeeeanns 36
Figure 18 — Attempt to Login - Accountis Disabled ...........ccccccceeiiiiiiiiiiiiiiee e 37
Figure 19 — CITSS SigN-IN PaAge......ccoiiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeee ettt 39
Figure 20 — Welcome to WCI CITSS - User HOme Page .........ccovvvvviiiiiiiiiiiiiiiiiieieeeeee 40
Figure 21 — User Detail Page (User Profile) ... 42
Figure 22 — Edit User INformation Page ..........ccouvviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee 44
Figure 23 — User Detail Page (update completed) .........ccooovmiiiiiiiiieiiiieeiiee e 48
Figure 24 — Edit User Detail Page.........coiiiiiiiiiiieie et 50
Figure 25 — User Detail - Updating User Login Information..............cccccevvviiiiiiieenennnnn, 52
Figure 26 — CITSS SigN-IN Page..........uoiiiiiiiiiieeiee et 53
Figure 27 — Request Password Page............ccuuvvviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee 54
Figure 28 — Request Password —Security QUESTIONS ........cccevviviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 54

California Environmental Protection Agency

Vol. | - Page ii December 2012 G= Air Resources Board



http://www.arb.ca.gov/

Table of Contents

List of Acronyms

AAR Alternate Account Representative
ARB California Air Resources Board
AVA Account Viewing Agent
CITSS Compliance Instrument Tracking System Service
D&B Dun & Bradstreet
DOE U.S. Department of Energy
DUNS Data Universal Numbering System number
EIA U.S. Energy Information Agency
ETS Emissions Trading System
GHG greenhouse gas
ID identification
KYC Know-Your-Customer
MRR Mandatory Reporting Regulation
MTCOze metric tons carbon dioxide equivalent
NAICS North American Industry Classification System
ORIS Office of Regulatory Information Systems
PAR Primary Account Representative
SOS California Secretary of State
WCI Western Climate Initiative
Calfornia Environmental Protection Agency
€= Air Resources Board December 2012 Vol. | - Page iii


http://www.arb.ca.gov/

This Page Intentionally Blank

California Environmental Protection Agency

Vol. | December 2012 ©E Air Resources Board



http://www.arb.ca.gov/

Introduction

Compliance Instrument Tracking System Service User Guide

1.0 User Guide Introduction

The Compliance Instrument Tracking System Service (CITSS) User Guide has been
developed to support individuals and entity representatives that are participating in
California’s Cap-and-Trade Program as they complete activities in the CITSS. The
CITSS is a market tracking system that will support the implementation of California’s
and other jurisdictions’ greenhouse gas (GHG) cap-and-trade programs. The CITSS
provides accounts for market participants to hold and retire compliance instruments and
to participate in transactions of compliance instruments with other account holders. The
CITSS will be used to: record ownership of compliance instruments and information
related to accounts; enable and record compliance instrument transfers; facilitate
compliance verification; and support market oversight through the collection of relevant
information.

This CITSS User Guide has been organized in volumes specific to the types of activities
that users may conduct in the CITSS. As of December 2012, there are three volumes in
the CITSS User Guide, as listed here:

Volume | User Registration and Profile Management
Volume Il Account Application and Account Management
Volume Il Conducting Transfers in the CITSS

Additional volumes and updated versions will be released as needed.

If you would like to obtain more information about California’s Cap-and-Trade Program,
including the Cap-and Trade Regulation (Regulation), CITSS, or Cap-and-Trade
Auctions, please refer to the following California Air Resources Board (CARB) websites:

e Cap and Trade
e CITSS
e Auction

CARB operates the CITSS Help Desk during normal business hours (8 a.m. to 5 p.m.,
Pacific Time), Monday through Friday excluding holidays. If you have questions
regarding the use of CITSS, contact the CARB CITSS Help Desk by emalil at:
CACITSSHelpdesk@arb.ca.gov or by phone at: 916-324-7659.

California Environmental Protection Agency
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Introduction

1.1 User Guide Volume 1

This volume includes content to support the following activities:
e User Registration (required for all individuals that will access the CITSS)

e Managing User Profile Information

1.2 Accessing the CITSS

The CITSS can be accessed at https://www.wci-cCitss.org/.

You can also find links to access the CITSS through the ARB website, at:
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/markettrackingsystem.htm.

The CITSS Home Page is the point of entry for any action in the CITSS. If you have an
approved User ID, you will click Login and enter your personal access data to gain
access to your User profile and your associated accounts. If you are new to the CITSS,
you will click “User Registration” to complete the registration process.

California Environmental Protection Agency
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Introduction

Figure 1—- CITSS Welcome Page

English = Francais

Login

Home

Contact Us

User Registration

Welcome to WCI CITSS

The Compliance Instrument Tracking System Service (CITSS) is a management and tracking system for accounts and compliance instruments issued
through participating Western Climate Initiative cap-and-trade programs. The CITSS is administered by the Western Climate Initiative, Inc. (WCI, Inc.). The
CITSS tracks compliance instruments (emissions allowances and offsets) from the point of issuance by jurisdictional governments, to ownership,
transfer by regulated greenhouse gas emitters and other voluntary or general market participants, and to final compliance retirement.

CITSS is designed to simplify the paricipation in the cap-and-trade program for all program participants, jurisdiction staff, and any contractors involved in
implementing cap-and-trade programs within participating jurisdictions.

Notice: The CITSS is for use by authorized users. Use is monitored and may be restricted at any time. Confidential information may not be accessed or
used without authorization. Unauthorized or improper use of this system may result in administrative, civil, or criminal penailties. Use of this system,
authorized or unauthorized, constitutes consent to manitoring and information retrieval By accessing this system you are acknowledging and consenting
lo these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree fo the conditions in this notice.

Guidelines for Use:
Use of your browser's BACK command may terminate your secure session andior resultin loss of data.

‘Within the CITSS, switching between English and French will cause the application to return to the home screen and any information entered during that
session may be lost.

CITSS is compatible with the following web browsers: Internet Explorer 7, 8, and 8, Firefox, Safari, Chrome, Opera.

To begin using CITSS, either login with your registered CITSS User ID and password or, if you are not yet registered, you may complete the User
Registration form.

on formed

ational, Inc.
vert

General Guidelines:

e The CITSS is compatible with the following web browsers: Explorer 7, 8, and 9,
Firefox, Safari, Chrome, and Opera, Certain functions will operate with slight
differences, depending on the browser.

e As a security measure, delete your browser history if multiple people can access
the same computer used to create the CITSS account.

e The CITSS is typically available for access 24 hours a day, 7 days a week
(except for periodic maintenance).

e CARB operates the CITSS Help Desk during normal business hours (8 a.m. to 5
p.m., Pacific Time), Monday through Friday excluding holidays. If you have
guestions regarding the use of CITSS, contact the CARB CITSS Help Desk by
email at: CACITSSHelpdesk@arb.ca.gov or by phone at: 916-324-7659.
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Introduction

1.2 CITSS User Registration and Account Application Process

To participate in California’s Cap-and-Trade Program, an individual or entity must have
a CITSS account or set of accounts to hold, transfer, and retire compliance instruments.
More information on the types of accounts is found in Volume Il of the CITSS User
Guide. To obtain CITSS account(s), an individual or entity must complete user
registration for at least two representatives and subsequently complete the account
application. Figure 1 provides an overview of the process.

1. Complete User Registration to receive CITSS User IDs. All individuals who
will be representatives on an individual or entity’s account(s) must complete user
registration to receive an approved CITSS User ID. Except for a general market
participant applying as an individual, an account must have at least two
representatives: the Primary Account Representative (PAR) and an Alternate
Account Representative (AAR). Both representatives must complete user
registration before an account application can be completed in the CITSS.

To complete user registration, an individual provides information in the CITSS
and subsequently submits hard-copy documentation. At the end of the electronic
submission, the CITSS provides three forms that are printed to support submittal
of the additional information and required documentation. Every individual
requesting CITSS user registration must meet Know-Your-Customer
requirements that involve the verification of personally identifiable information.
CITSS user registration is subject to review and approval by ARB, and User IDs
are only issued to natural persons, not entities. CITSS User Registration is
covered in this volume, Volume | of the CITSS User Guide.

2. Submit an Account Application. After an individual has been approved as a
CITSS User and the User ID is active, that individual will be able to apply for
accounts on behalf of an entity or individual that has authorized them to do so.
Creating an account to hold compliance instruments in the CITSS includes
completing an electronic application in the CITSS and mailing required
information and attestations to the California Registrar. After completing the
electronic Account Application, the CITSS provides three forms that are printed
to support submittal of the additional information and attestations. The forms
require the signatures of the PAR, the AAR(s), and an officer or director of the
entity. CITSS account applications are subject to review and approval by ARB.
Account Application is covered in Volume Il of the CITSS User Guide

California Environmental Protection Agency
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Figure 2 — User Registration and Account Application lllustration
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2.0 User Registration Overview

All individuals that will take action in the CITSS must first complete user registration and
receive an approved CITSS User ID. Following approval of user registration, an
individual can access the CITSS with the User ID to apply for, manage, or view
accounts held by covered entities, opt-in entities, and general market participants. The
following is a list of basic requirements for each User ID:

e User IDs are only issued to natural persons, not entities.
e Each natural person may have only one User ID in the CITSS.

e A User ID is required for logging into the system and ties the access to an
identifiable person, not to a position.

e A User ID is required for anyone to act upon or view any data in the CITSS or
submit an account application on behalf of an entity or an individual that has
authorized them to do so.

e User ID applicants must sign a “terms of use” declaration and have their identity
documentation confirmed before approval.

When registering for a CITSS User ID, individuals are not required to identify the role
they will serve on an entity or individual’'s accounts, but it is helpful to understand the
potential roles an individual may fill. On any CITSS account or set of accounts, the
following roles exist:

Primary and Alternate Account Representatives

Account Representatives are individuals with the authority to represent the entity in
the CITSS. The Account Representatives can edit entity information, propose to
change representatives, and report the transfer of compliance instruments. Except
for individual general market participant accounts, each account must have at least
two representatives, the Primary Account Representative (PAR) and one Alternate
Account Representative (AAR). Individual general market participant accounts only
require a PAR but are allowed to designate AARs if they choose. All accounts may
have up to four AARs. The PAR and the AARs must be different individuals and
must have active CITSS User IDs.

Account Viewing Agents

Account Viewing Agents (AVASs) are individuals with the capability to view the entity
registration, account holdings, and transfer data in the CITSS. AVAs cannot edit
entity information, propose to change representatives, or report the transfer of
compliance instruments. Each account may have up to five AVAs.

On any one entity’s accounts, a user may not be assigned multiple roles. A user may
be assigned different roles on different entities’ accounts (for instance, a user may be a
PAR on one entity’s account and be an AVA on an account held by a different entity).
AVAs are added after an account application has been approved.

California Environmental Protection Agency
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2.1 Preparing for CITSS Registration

To help you prepare the information required for CITSS user registration, a summary is
provided below.
User Registration Online Data Entry
Each applicant will provide the following in the CITSS online system:
e Name
e Date of Birth
e Addresses (mailing and primary residence)
e Employer name, contact information, and address
e Telephone numbers and email address
e Requested username, password, and security questions

User Reqistration Forms and Documentation

To complete the CITSS user registration, each individual will print three (3) forms that
are generated in the CITSS after submitting the online data. The first form provides a
checklist and the California Registrar’s address for the individual’s reference. The

second and third forms must be completed and submitted as directed. The forms are:

1. User Registration Checklist (for your reference)
2. User Registration Form (review, sign, and submit)
3. Proof-of-ldentity Form (complete, attach hard-copy documentation, and submit)

The following describes the hard-copy documentation that is required to complete the
Proof-of-ldentity Form.

e To provide documentation of your name, primary residence address, and date of
birth, as well as photographic evidence of your identity, acceptable forms of
documentation include photocopies of a valid driver’s license, identity card,
passport, or other government-issued identity document that includes the
required information. Multiple documents may be necessary to document all
required information.

e To provide documentation of your employer’s name and address, and contact
information for a supervisor, acceptable forms of documentation include an
employment verification letter containing all information, or photocopies of a
recent paycheck with your employer name and address clearly printed and
contact information for a supervisor. Information such as pay, benefits, and
Social Security number may be redacted from this documentation, if included.

e To provide documentation of an open bank account, acceptable forms of
documentation include photocopies of a recent bank statement, a letter from the
bank documenting an open bank account, or a voided check from an open bank
account in your name. Information such as balances and transactions may be
redacted from this documentation, if included.

Your Proof-of-ldentity Documentation must be notarized by a notary public no more than
three months prior to submittal. To notarize your Proof-of-Identity Documentation, ARB
recommends that you request a jurat from a notary public.

California Environmental Protection Agency
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2.2 Covered and Opt-in Entity KYC Documentation Options

Covered entities and opt-in covered entities have two (2) options for submitting the
required KYC documentation for their employees that are completing user registration in
the CITSS and will act as representatives for the covered or opt-in entity (see below).
Employees should work with the appropriate entity representatives to decide which
option will be completed. A brief, general description of the options follows:
Option 1: Each individual submits all forms and documentation to ARB as
described on the registration forms and in Section 3.3 of this guide.

Option 2: The employees of the entity will submit their User Registration
Form, Proof-of-ldentity Form, and identity documentation to a representative
of the entity. The entity will maintain the Proof-of-Identity Form and all proof-
of-identity documentation for its employees and submit to ARB the following

1. User Registration Forms for each employee;

2. Know-Your-Customer Compliance Documentation with Covered Entity
Attestation Form; and

3. Know-Your-Customer Compliance Documentation with Individual
Attestation Form (complete one for each employee).

ARB retains the right to review the original documentation at any time.

Complete guidance and all necessary forms are available on the ARB website in the
document, Know-Your-Customer Documentation Options for Individuals Registering in
the CITSS. The options are also discussed in more detail in Section 3.3.10f this Volume
of the User Guide.

California Environmental Protection Agency
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Completing CITSS Registration

3.0 Completing CITSS User Registration

CITSS user registration requires individuals to provide information online in the CITSS,
accept the CITSS Terms and Conditions, and provide hard-copy documentation to
support verification of data provided and KYC checks. Hard-copy documentation must
be signed, notarized, and transmitted to ARB for review. Upon receipt of complete
electronic information and hard-copy documentation, ARB will review the information
and either approve or deny an individual’s user registration. ARB will notify the
applicant via email if their request was approved, denied, or if further information is
required. If approved, an individual only needs to complete the CITSS User ID
registration process once. The following section summarizes all the steps necessary to
complete user registration.

General Data Entry Guidelines

e Use of your browser's BACK command may terminate your secure session and
can result in a loss of data. Use the navigation buttons in the CITSS to move
through the pages.

e Within the CITSS, switching between English and French will cause the
application to return to the home screen and any information entered during that
session may be lost.

3.1 Entering Electronic Data

To start a new CITSS user registration, an individual will access the online entry
by taking the following steps:

STEP 1 Access the CITSS Home Page through the link provided. The CITSS
Home Page, illustrated in Figure 3, is the starting point for user registration.
All CITSS users should read the introduction and notices provided on this

page.

STEP 2 To start a new CITSS User Registration, Click “User Registration” on the
left navigation menu. You will be directed to the CITSS User Registration
Page, which provides an overview of the User Registration process before
you begin. The CITSS is for use by authorized users. Use is monitored and
may be restricted at any time. Use of this system, authorized or
unauthorized, constitutes consent to monitoring and information retrieval. By
accessing this system you are acknowledging and consenting to these terms
and conditions. Leave this site if you do not agree to the conditions in the
notice provided on this page.

STEP 3 On the CITSS User Registration Page. Read the instructions and
notices and click “Continue.” See Figure 4.

California Environmental Protection Agency
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Figure 3 — CITSS Welcome Page

W, Inc English - Francais

Welcome to WCI CITSS

The Compliance Instrument Tracking System Service (CITSS) is a management and tracking system for accounts and compliance instruments issued

L U through participating Western Climate Initiative cap-and-trade programs. The CITSS is administered by the Western Climate Initiative, Inc. (WCI. Inc.). The
User Registration CITSS fracks compliance instruments {emissions allowances and ofisets) from the point of issuance by jurisdictional governments, to ownership, transier by
regulated greenhouse gas emitiers and other voluntary or general market participants, and to final compliance retirement.

CITSS is designed to simplify the participation in the cap-and-trade program for all program pariicipants, jurisdiction staff, and any contractors involved in
implementing cap-and-trade programs within pariicipating jurisdictions

Notice: The CITSS is for use by authorized ussrs. Use is monifored and may be restricted atf any time. Confidential information may not be accessed or used
without suthorization. Unauthorized or improper use of this system may result in administrative, civil, or criminal penalties. Use of this system, authorized or

unauthorized, constitutes consent to monitoring and information refrieval. By accessing this system you are acknowledging and consenting fo these ferms and
conditions. Leave this sife immediately if you are not an authonized user or do nof agree to the conditions in this notice.

Guidelines for Use:
The CITSS will time-out and terminate a session after five minutes of user inactivity.
Use of your browser's BACK command may terminate your secure session andfor result in loss of data.

Within the CITSS, switching between English and French will cause the application to return to the home screen and any information entered during that
session may be lost.

To begin using CITSS, either login with your registered CITSS User ID and password or, if you are not yet regi , you may
Registration form.

the User

Figure 4 — CITSS User Registration Page

WCl, Inc CI I SS English - Francais

fRe— user Registration

Lagin
Home An approved User D is required to access CITSS.
Contact Us
) . To register for a User ID, you must complete the following steps:
User Registration

. Complete the online CITSS User Regisfration Form.

. Accept the User Registration Terms and Conditions.

. Print and sign the User Registration Form.

. Print and complete the Proof of Identity Form and documents.

. Mail the signed User Reqgistration Form and Proof of Identity Foerm and documents to your Jurisdiction Registrar for approval

[ T R

Your Jurisdiction Registrar will review your forms and documentation and approve or deny your user registration application. Once you receive email
notification from the Jurisdiction Registrar of being approved as a user in the CITSS, you will be able to log into the system with your User ID and Password.

Applications for compliance instrument accounts may only be completed by persons with approved CITSS User IDs. Access as a representative to existing
compliance instrument accounts may only be given to persons with an approved CITSS User ID.

A person must have an approved User ID in the CITSS to open compliance instrument accounts, or to perform any actions in the system.

Notice: The CITSS is for use by guthonized users. Use is monitored and/or may be restricted at any time. Confidential information may not be accessed or
used without authorization. Unauthorized or improper use of this system may result in administrative, civil, andfor criminal penalties. Use of this system,
authorized or unauthorized, constitutes consent to monitoring and information retrieval. By accessing this system you are scknowledging and consenting to
these terms and conditions. Leave this site immediately if you are not an avthonized user or do not agree fo the conditions in this nofice.

California Envir | Protection Agency
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3.1.1 User Registration (Data Entry) Page

The User Registration form (Figure 5) is now displayed. Use this form to provide the
electronic portion of the registration data.

Fields required for registration are indicated by an asterisk (*). Due to the length of the

screen, this guide has divided the description of the data entry in the Registration Form

into three sections: personal and contact information (upper portion), addresses (middle
portion), and login/security information (lower portion).

Personal and Contact Information

The upper portion of the User Registration form is where the registrant will provide
personal and contact information. Required fields include: first name, last name, date of
birth, telephone, email, and correspondence language. The registrant will be submitting
hard-copy documentation to verify some of this data.

STEP 1 Intheindividual name fields, enter your legal name. First and Last name
are required fields. Enter verifiable data, such as using your full legal name
rather than a nickname, in all required fields. All hard-copy documentation
will be compared to the data entered. If your name has changed since your
ID documents were issued, there are options available to document the
change. These options are discussed in section 3.3.2 of this volume of the
User Guide.

STEP 2 Enter your date of birth using the drop-down menus. A commonly
encountered error has been individuals accidentally selecting the wrong drop-
down selections, especially in the year. Verify that you have selected the
proper drop-down options.

STEP 3 Enter your job title, employer, and the department in which you work.
Employment information is not required in the online data entry, but hard-copy
documentation of employment is required for CITSS registration.

STEP 4 Enter a primary contact telephone number for communication related to
the CITSS, including compliance account actions. Telephone numbers
must be entered with numbers only—no spaces, dashes, or parentheses.

STEP 5 Enter a mobile phone number and/or fax number. This entry is not
required, but may be used if you cannot be reached at your primary number.

STEP 6 Enter an email address. This email address will be the primary
communication point for all correspondence related to your CITSS registration
and any of your associated compliance instrument accounts. Each CITSS
User ID registration must be associated with a unique email address. No two
registrations can use the same email address.

STEP 7 Choose a correspondence language from the drop-down menu. Itis best
for California participants to select English as the correspondence language.
French has been developed primarily to support CITSS use by individuals in
other jurisdictions’ cap-and-trade programs.

California Environmental Protection Agency
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Figure 5 — User Registration Form

English - Frangais

User Registration

Caompletion of the following form is required fo obfain a User ID.

collected on this form is used to administer the cap-and-trade program.

After completing this form, pressing the "Register” button at the bottom of the form will take you to the Terms and Conditions. Upon acceptance of the Terms
and Conditions, your reg: i lion and are i to the Jurisdiction Registrar. The ion must be
supported by printed copies and additional proof of idenfity documenis that are mailed to the Registrar for approval. You will be provided instructions on what
to do when you complete the Terms and Conditions.

= Requires

Salutation
First Name
Middle Name
Last Name
Suffix

ate of Bith © [ZFlne 7]

Job Title

Organization
Department

Telephone
(example: 9163247659)

Telephone Ext.
Mohbile Telephone

Fax Number
(example: 9163247659)

Email

Email Language Preference

Primary Residence

Street 1

Street 2

city b

State/Province b
Postal Code = ]
Country

Mailing Address

Use Primary Residence for
Mailing Address

Street 1 b
Street 2

City *
State/Province *

Postal Code -

Country

Login Information

—  ssea- [o]
User ID =
Password =

Confirm Password

Security Questions

Question 1 “ |- Select -
Answer 1 -
Question 2 # |- Select -
Answer 2 N
Question 3 “ |- Select -
Answer 3 *

Register J
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Addresses

The middle portion of the User Registration form (Figure 6) consists of the users’
“Primary Residence” and “Mailing Address.”

STEP 1 Enter your primary residence address, street, and city. The address
entered here is the individual’s residence address. DO NOT ENTER YOUR
BUSINESS ADDRESS. P.O. Boxes are not allowed. The information will be
verified against the hard-copy documentation provided and through KYC
checks, and it must therefore reflect the current residence address.

STEP 2 Choose the State/Province from the drop-down list provided.

STEP 3 Enter your Postal Code. A dash can be entered in the postal code if needed
to indicate an extension.

STEP 4 Enter the Country of your residence, choosing from the drop-down list
provided.

Your next entry depends on whether or not you want to receive mail at your residence
address entered above or at a different address, such as a P.O. Box or your business
address.

STEP 5a If your mailing address will be exactly the same as your primary
residence address, click the box at the top of the mailing address entry.
If selected, you will not be able to enter data in the mailing address fields.

STEP 5b If you choose to designate a separate mailing address for written
correspondence related to the CITSS, enter that address following the
same process as STEPS 1 through 4 above.

California Environmental Protection Agency
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Figure 6 — User Registration Page (middle portion)

Primary Residence
Street 1

Street 2

City

State/Province

Postal Code

Country

Mailing Address

Use Primary Residence for
Mailing Address

Street 1

Street 2

City
State/Province
Postal Code

Country

123 Mainstreet

AnyTown

California [*]
12345

United States [~ |
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Login and Security Information

The lower portion of the User Registration form (Figure 7) includes “Login Information”
and user-selected “Security Questions.” All fields are required. Each user will create a
User ID and password and will also choose three security questions and provide unique
answers for each question. The security questions are only used in the event that a
user forgets his or her password. CITSS support staff will not have access to
passwords or security questions.

STEP 1 For Jurisdiction, choose California from the drop-down list as the
jurisdiction in which you are participating. Individuals registering for
participation in California’s program select California as the jurisdiction.

STEP 2 Enter a self-selected User ID. The User ID is self-selected, must be at least
six characters long, and is not case sensitive. User IDs can contain numbers
and special characters but cannot contain spaces.

CITSS User IDs must be unique, so if you select a User ID that has already
been requested, you will be asked to submit a different User ID. If a CITSS
user registration is denied, the User ID will be disabled and cannot be used
again in a new application.

STEP 3 Enter a self-selected password. Passwords must be at least eight
characters and must contain one uppercase letter, one lowercase letter, and
one number.

STEP 4 Re-enter your password to confirm.

STEP 5 In each of the three security question fields, choose a security question
from the drop-down list provided and enter a unique answer to each
selected question. Answers to the security questions must be at least three
characters long and are case sensitive. Each answer must be unique, so an
answer cannot be the same as one that was entered for either of the other
two security questions.

You have now completed all the online data entry necessary for the CITSS User
registration. Before clicking the “register” button, review all the answers provided. You
will not be able to change any data entries after the “Register” button has been
selected.

STEP 6 Review all entries in the form.
STEP 7 Complete the CAPTCHA verification.
STEP 8 Click on the “Register” button to submit the data.

California Environmental Protection Agency
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Figure 7 — User Registration Page (lower portion)

Login Information

Jurisdiction — Select - -

UserID
Password

Confirm Password

Security Questions

Question 1 — Select - M

Answer 1

Question 2 — Select - h

Answer 2

Question 3 — Select — h

Answer 3

Please enter the words you see in the box, in order and separated by a space. [f you are not sure what the words are, click the Get New CAPTCHA
button. Visually impaired users can click the audio button to hear a set of words that can be entered instead of the visual challenge.

Enter the words found above:

| Get New CAPTCHA | | Get Audio CAPTCHA | ‘ Help ‘

a non-profit corporation formed

3 port the
WCl, Inc oree se gas emiss SRA International, Inc.

pro
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3.1.2 Submitting Data — Error Codes

If you have missed any required data fields or entered anything in an improper format,
when you enter Register, the registration page will not be submitted, and an error
message will be displayed at the top of the page. The error message will contain an
explanation of the data entry that needs to be added or corrected. You can correct the
highlighted fields; you will not need to re-enter all of the data.

In the example illustrated in Figure 8, aregistrant added dashes in the mobile
telephone entry. The steps to correct this are listed below as an example.

STEP 1 To fix this error, move the cursor to the mobile telephone field and
remove the dashes.

STEP 2 Click on the “Register” button to submit the registration.

Figure 8 — User Registration Page Error Message

CI I SS nt English - Francais

' \ User Registration
Login
Home -
Contact Us | @ Mobile phone number should be numbers only. Do not enter dashes or parenthesis.

User Registration ) i : ] ]
Completion of the following form is required to obiain a User ID

Information collected on this form is used to administer the cap-and-trade program.

After completing this form, pressing the "Register” butten at the bottom of the form will take you to the Terms and Conditions. Upen acceptance of the Terms

| and Conditions, your registration infermation and acceptance are electronically submitted to the Jurisdiction Registrar. The electronic submission must be

supported by printed copies and additional proof of identity documents that are mailed to the Reqistrar for approval. You will be provided instructions on what
to do when you complete the Terms and Conditions

Salutation Mr.

First Name John

Middle Name C.

Last Name Taylor

Suffix

Date of Birth 9 [=] July [x][1e78[~]
Job Title Director

Organization Company B

Department Registrafion Department
Telephone 9164458279

(example: 9163247659)

Tele =

Mobile Telephone @ 530-444-9900
Fax Nur 2104458209

(example: 9163247659)

Email Jtaylor@email.com

Email Language Preference English E|
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3.1.3 Terms and Conditions

After the initial registration information is submitted, the “Terms and Conditions” page is
displayed (Figure 9). Each registrant must agree to the Terms and Conditions to submit
their user registration.

STEP 1 Read the “Terms and Conditions.”
STEP 2 Click the checkbox to accept the Terms and Conditions.
STEP 3 Click “Register.”

Upon acceptance of the Terms and Conditions, your registration information and
acceptance are electronically submitted to the California Registrar. The electronic
submission must be supported by printed Forms and additional proof-of-identity
documents that are mailed to the Registrar for approval.

This entry completes the online portion of User Registration. If you want to keep a copy
of the terms and conditions, a printed version will be included in one of the forms you
will print and sign during the second part of the registration process.

Figure 9 — CITSS Terms and Conditions Page
B ciTss oo poee

Terms and Conditions

Login

MENTAND TERMS OF USE FOf
Contact Us C € CHEC OTTO! ND "CONTINVE" TO TE YOUR ACCEPTANCE OF THIS AGREEMENT
User Reglstration

Homo

in addition to the imitations and restrictions

stems for which User does not have

mit material which may be deemed

"AS IS" BASIS, WITHOUT WARRANTIES OF ANY KIND.
T NOT LIMITED TO, ANY IMPLIED WARRANTY OF
OFTWARE, OR ANY WARRANTIES REGARDING THE

on any legal theary for damages of any kind arising from the
ity of such damages. The unavailability of, or problems with
g, or solicit performance of any activity that is cable Requiation

e 1085 of shecironic information. Gata, text, Of Other Matenals GuTng use of
equrements n he appikatie Regulaton ent

Il not copy, reproduce or distribute, or allow any other

2.4 User further agrees that it will immediately inform ARB or the CITSS administrator by emailing CACITSSHelpDesk@arb.ca.gov or caling at 916-324-7659 consent
ifany of the following occurs:
a. User observes any unauthorized access or misuse of CITSS;
b. User has any reason to believe that the security of thair User ID, password, or security question(s) has been compromised; for the first time. The Agreement shall terminate upon
. User has any reason to believe that weaknesses in computer security, including unexpected software or system behavior, may result in unintentional r discontinuation of Uiser's access to the CITSS, except that
disclosure of information or exposure to security threats. [e this Agreement at any time. subject to the exception that
2.4 User further agrees that:
2. User will maintain the security of their CITSS User ID, password, and security questions for use of the CITSS;
b. User will not disclose their CITSS User D, password, and security questions information o anyone; alifornia. The failure of ARB to exercise or enforce any right
. User will maintain an active email account listed in the CITSS at which User can receive important notifications of changes related to User's personal ion of this Agreement is found by a court of competent
information or transactions invoiving any general account or compliance account that User represents as a Primary Account Representative, Altemate ies" intentions as reflected in the provisions, and the other
Account Representative, Account Viewing Agent, or other CITSS User;
. Any submission User makes using the CITSS has and will have the same legal effect as if it were made in hardcopy form certified by User's
handwritten signature. ation, including the California Cap on Greenhouse Gas
nflict with any provisien(s) in the appiicable Regulation(s),
251, at any time, User determines it is no longer able or willing to abide by the terms of this Agreement, User shall immediately cease all use of the CITSS
and prompily notify ARB or the CITSS administrater in wiiting of its determination so that ARE or the CITSS adminisirator may formally suspend or reveke the
User's access fo the CITSS e CITSS. There are no understandings, agreements or

T TS T T TS oM E Tog T e aE-ToT SPETTET T IS RyTesmenT—TTis Agreement may only be modifisd in a writing signed by
B cer of the ARB

Date of st ravision: §/6/2012
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3.1.4 Confirmation of Electronic Submittal/Access to Registration Forms

The “Registration Submitted” page will be displayed after the Terms and Conditions
have been accepted and the registration submitted. The “Registration Submitted” page
includes thel2-character User Reference Code (e.g., MC6VRG98FXZK) specific to your
submitted User Registration. Figure 10 is an example of the “Registration Submitted”
page and highlights a sample User Reference Code.

The three navigation buttons in the middle of the page are used to access the forms—
the (1) User Registration Checklist, (2) User Registration Form, and (3) Proof-of-Identity
Form—that are provided to complete user registration. The User Registration Checklist
provides a summary of the information that must be completed and the address of the
California Registrar. The User Registration Form and the Proof-of-ldentity Form must
be completed, signed, and mailed to the California Registrar along with additional
required hard-copy documentation described on the Proof-of-ldentity Form.

IMPORTANT REMINDER: You must print the forms before you exit the CITSS.
You will not be able to return to the CITSS to access the forms. Blank forms are
available on the ARB website, but if using the blank forms, you will need to provide the
User Reference Code and fill in the data as it was entered in the CITSS to complete the
forms.

STEP 1 Click on each Form Button. Each form opens in a new browser tab.

STEP 2 Print each Form and then return to the Registration Submitted page by
navigating back to the original browser tab where the Registration Submitted
page is displayed. You can do this by either closing the tab that displays the
form or clicking on the tab for the Registration Submitted page.

STEP 3 Continue until all forms have been printed.

California Environmental Protection Agency
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Figure 10 — CITSS Registration Submitted Page

WCl, Inc CI I SS English - Francais

Registration Submitted

Login

Home
Contact Us @ User regisiration successfully submitted.

User Registration . . ; A . N
emT Usel regmesgtion form has been elecironically submitied to the Jurisdiction Registrar. Your applicafion has been assigned User Reference Code:
\ MCEVRGIBFXZK_Jlease keep this number in a safe place as it is the unigue identifier of your user application

The following buttons open & new browser window or tab with the forms that must be printed and mailed to the Junisdiction Registrar. Print each of these user
registration forms wsing your browser print function. After prinfing, you should close the window/ab {not your browser) to return fo this page.

1. Print User Registration Checklist | | 2. Print User Registration Form | | 3. Print Proof of Identity Form |

ou must mail the User Regi 0l " . o il o Wﬁ and
documents to the Jurisdiction Registrar. You must provide an original signature on the Regisiration Form with the Terms and Conditions and Proof of Identity
Form and documents. If the information provided is inaccurate or incomplete, or the Jurisdiction Registrar cannot verify receipt of all hard copy decuments,
your user application will be denied.

Should you have any questions regarding your user registration application, you may contact the CITSS Help Desk for your Jurisdiction. Please have your
User Reference Code available to expedite service

California Help Desk:
Email: CACITSSHelpDesk@arb.ca.gov
Phone number: 916-324-7659

The Jurisdiction Registrar will notify you of any changes to the status of your user registration application at the email address that you provided in your
registration. After being approved as a user in the CITSS, you will be able to log into the system with your chosen User ID and Password.

Important Reminder: You must print, complete, sign, and mail the User
Registration Checklist, the User Registration Form and Proof of Identity
Form to obtain a User ID in the CITSS.

Email - After the terms and conditions have been accepted and the

registration submitted, email confirmation of the submittal will be sent to the
email address provided in the application.
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3.2 Completing Required Forms and Documentation

Following submittal of the online portion of user registration, the California Registrar will
be notified that an electronic user registration submittal has been received. The
Registrar will not review this submittal until all forms and hard-copy documentation have
been received and verified to be complete.

The three forms have been provided for your convenience, to submit all required
information. If you lose the forms or forget to print them before exiting the CITSS, you
can use the blank forms available on the ARB cap-and-trade website to complete your
registration submittal.

NOTE: DO NOT submit forms using the blank forms prior to submitting the online
portion of the CITSS user registration.

3.2.1 User Registration Checklist

The first of the three forms is the “#1 User Registration Checklist.” Figure 11 is an
example of the printed version of this form.

e The User Registration Checklist includes the 12-digit User Reference Code
assigned to your User ID. The User Reference Code will be used to identify your
registration and will be used to associate you with accounts.

e The User Registration Checklist provides a reference of the documents that must
be completed by the registrant and the mailing address for submitting all forms
and hard-copy documentation.

e A sample User Registration Checklist is located in Appendix A.
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Figure 11 — User Registration Checklist

CITSS User Registration Checklist Page 1 of 1

I I Comphiance Instrument
Tracking System Service

#1 User Registration Checklist

Print this form (page) using your browser print function. After printing. you should close this windowtab (not your browser) fo
et ta the CITSS apphication.

CITSS User Reference Code #:

To finish user registration, you must complate the following steps:
[ Prnvsign he User Registratien Form (Bullen 2)

[0 Complete and notarize the Proaf of Identity Form amd docunents (Sulion 3}, snd,

[ il al {this checklist. the signed User Registration Form, and nofarized Proof of Idenlity Form and
documents] to the Jurisdiction Reaistrar al the address below.

Mail the completed forms to:
California ARE
Atin: The CITSS User Registration
1001 | Street, Bth Floor
Sacramento, CA 05814

‘You must have an approved User ID in the CITSS to perform any actions in the system. Once you recaive emall notification
from the Jurisdiction Registrar of being approved as a user in the GITSS, you will be able o log into the system with your
chasen User 10 and password,

Rewision: 3202012
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3.2.2 User Registration Form

The second of the three forms is the “#2 User Registration Form.” Figure 12 is an
example of the printed version of this form.

e You must print, sign (an original signature is required), and mail this form to the
California Registrar.

e ARB recommends that you keep a copy of this form in a secure location.
e The User Registration Form includes the following:

o User Registration information that was entered into the CITSS, except
your password and security questions.

o The User ID you entered during registration.
o The 12-digit User Reference Code assigned to your User ID.
o The Terms and Conditions that you accepted electronically in the CITSS.

e If you have made any errors in the online portion of the user registration, you can

use this form to correct the information by lining through the errors, entering
corrected information next to the lined out entries, initialing your entries, signing
and submitting the original form to the address provided on the User Registration

CheckKlist.

e A sample User Registration Form is located in Appendix A.

Figure 12 — User Registration Form (printed)

CITSS User Registration Form Page 1 of 4

I I Compliance Instrument
Tracking System Service

#2 User Registration Form

Print this form (page) using your browser print function. After printing. you should closs this window!tab (not your browser) to
relum 1o Ihe CITSS apphcation where you can select the print windows for the Checklist Form, User Ragistration Faim, and
Proof of identity Form.

CITSS User Reference Code #:

i presents the user registration information and the Terms and Conditions that you elestronically acoepled. You must
ign (an ariginal signature is required), and mall this form to the Jurisdiction Regisirar along with the notarized Proof of

Identity Form and doc
information providad is inaceurate or incomplete, or the Jurisdiction Registrar cannot verify receipt of all hard copy documents,
your user application vill be denied

its. These documents will be reviewed and matched with your elex bmission. If the

User Information Primary Residence

Salutation Strest 1
First Name Street 2
Micidlo Name city
Last Name StateiProvinee
Suffix Pastal Cade
DateofBith __ Country
Job Title
Organization Mailing Address
Department Street 1
Telephone {example: $163247658) Stroot2

city

Telephone Ext.
State/Pravince

Postal Code

Mobile Telephone

Fax Number (example:
9163247659) Country

Email
Emall Language Preference

Login Information
Jurisdiction

User ID

User Reference Code

Page 2 of 4

IS AGREEMENT

te the terms and conditions set forth in this
Joritin order to access the GITSS application.
civil or criminal prosecution under state,

4 each registered Cakfornia user of
the terms of use of CITSS. ARB provides
(ging compliance instrument. User

as set forth below in greater detail

the terms and canditions set forth in this
Jorid-wide-web or the internet al times when

distribute any or all parts of the CITSS
s to insteall, rum or operats CITSS un

aterials ihat User provides to ARB or WCI,
with ARE's requirements for ihe compliance
ssion and Markel-Based Compliance
s 98000 et sq.).

applicable Regulatian(s) and may disclose
gal process, or to the extent that disclosure

octon to prevent a parson other than the
al these security fealures depend on User
tands and acknowledges hat despite
unauthorized access could oceur and in the
of information, data, toxt or other materials

offered by third parties for purposes of

lo access CITSS does not relieve the user of
n properly submitied to AR and received by
|een submitied.

lass af electronic information, data, text, or

s not excuse User from the requiremants in

bd by the following restrictions, in addition to

sers,

Page 3 of 4

&, or programs contained on systems for

lly access, creata, stere or transmit material
ording 1o local, state, provincial, of federal

rtsing, unauthosized fund raising, or solicit
law

it any previsions of this Agreement

ator by emailing
otcurs:

, or security question(s) has been

Juding unexpected software of system
to security thraats.

rity questions for use of the CITSS:

ns information ta anyone:

Jer can receive important notifications of

Py general account or comphiance account
unt Representative, Account Viewing Agent,

legal effect as if it ware made in hardcopy

Jorms of this Agreement. User shall
in writing of its ination so

Page 4 of 4

|iser on any legal theary for
'WCI, Inc. has been advised of
[es not excuse User from the

a4 shall not copy, reproduce or
n part, without ARB's prior written

1TSS for the first time. The
groement or upon ather
survive any termination of this
ception that Sections 3, 4 and 5

of California. The failure of ARB
such right or provision. If any
ies agree tha the Gourt should
rovisions of the Agresment

Regutation, including the
any part of this Agresment is
fon(s) shail control.

of the CITSS. Thers are no

not specified in this Agreement.
fthe ARB.

faccess to the CITSS

ILABLE ON AN "AS IS" BASIS, WITHOUT
TIES, FXPRESS OR IMPLIED, INCILIDING,
R FITNESS FOR A PARTICULAR PURPOSE
[THE GONTENTS OR ACCURAGY OF THE
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3.2.3 Proof-of-ldentity Form

The third form is the “#3 Proof-of-ldentity Form” (Figure 13). The Proof-of-ldentity Form
must be completed, signed, and submitted along with the documentation of personal
identification data described in the form. The information and documentation support
the completion of required Know-Your-Customer (KYC) processes. The form includes a
description of the acceptable forms of hard-copy documentation that can be submitted.
A sample Proof-of-ldentity Form is located in Appendix A.

The completion of this form and the documentation required is described in detail on the
next few pages. All data entered electronically in the CITSS must match the hard-

copy documentation. For corrections and special circumstances, refer to
Section 3.3.2 in this volume of the User Guide.

Figure 13 — Proof-of-Identity Form (printed)

CITSS Proof of Identity Form Pageaf3

CITSS o i
Tracking System Sensice
#3 Proof of Identity Form

Printthis form (nage) wsing your Arowser print fecton. ARer prinbng, you should close WS windowstsd (not your Srowser) to
etum b the CITSS oplcation where you oan seledt the pint windows Hr the Cheolilist Fom | User Registation Fom , amd
Proof of kderity Form

CITSS User Reference Code #:

Gomplete this form and include the supporting docum ents listed below and on the User Registration € hedklistto
ive access to CITSS. All documents must be submitted in English.

Section 1.0 Proof ofldentity Documentation:
“You must provide dosumentation of the follaming to complete this Proof of Identity Form:

a. “rour name

b “rour date of birth

. Your driver's licene number (if Esued) or your passport number (ifissusd)

. A govemment-issued document providing photographic evidence of your identity

Acceptaiie a5 of docum etation for iem s .4 inchle pirbonaies of 2 vaiid iiertity cam with 20
xpiration dste (insluding drivers licerse), or photocanies of 2 vl passpon.

. Your primary resident address

Acceptaie s of i e include fes of 3 uald iembity cand with 3 eqition
date firolude driers livense), ay oiher o e entssued denbily doour ent sontaining your TR Y
sudress, or sy ather docum ent thatis custon aly accented in the Sisle of Calbbumis 25 ewdence of your
it ary msiience.

. Your employer name, address, and contact information

Accegtaiie s of docum entabion o Hea 7. inchnie photonnaies o a rost aayoheck with your s ployer
rame am addrss oleary st of an s plopm et eifoation letler cortining the raw & of the e ployer,
address, rd contctinfom atio of 3 supenvisor, N swhiriting 2 photocany of 2 payeheck, you i 3y redact
it ation sweh 35 a3y, henedt inbm ation, and Social Security N ber.

Employm ent or other relatiarship to an enty that has registered or has applied to register with the California GHG
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Proof-of-ldentity Form — Section 1.0

Items a. through h., in Section 1, of the Proof-of-ldentity Form, include a
description of the required information and the acceptable forms of
documentation that the individual must provide. Review each item and prepare a
copy of the required documentation.

STEP 1 Items a. through d. — name, date of birth, driver’s license or passport
number, and photographic evidence of your identity. All of these items
can be documented through one copy of a current passport, driver’s license,
or other government-issued ID card that includes an expiration date.

STEP 2 Item e. —residence address. If the documentation provided in STEP 1
above includes a current residence address and is not a passport, that
documentation can also be used to satisfy this item. You do not need to
make an additional copy.

STEP 3 Item f. — employer name, address, and contact information. Acceptable
forms of documentation include an employment verification letter containing
the name and address of the employer, and contact information for a
supervisor, or photocopies of a recent paycheck with your employer’s name
and address clearly printed and contact information for a supervisor. If
submitting a photocopy of a paycheck, you may redact information such as
pay, benefit information, and Social Security Number.
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Figure 14 — Proof-of-Identity Form (partial)

CITSS Proof of Identity Form Fage 1 of3

C I TS S Compliance Instrument
Tracking System Senvice
#3 Proof of Identity Form

FPrint thisform (page) wsing yowr howeser ort Sechion. Afer prirtiag, wow shool' close this windowsdah (rot your Aroneer) do
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Proof-of-ldentity Form — Section 1.0 (continued)

STEP 4 Item g. — Identify whether or not you are employed by, or have a
relationship with, an entity that has registered or applied to register with
the California GHG Cap-and-Trade Program (Figure 15). Choose Option 1
if you are employed by or have a relationship with an entity that has
registered or applied to register with the California Cap-and-Trade Program or
an external GHG Emissions Trading System (ETS) to which California has
linked and will identify you as an account representative. Choose Option 2 if
this is not the case.

For purposes of this document, “employment” or “a relationship”
includes, but is not limited to, the following:

e employee (paid or unpaid position, internship, full or part-time,
individuals acting through temporary employment agency contracts,
independent contractors working exclusively to an individual or entity)

e contractor (any contract/consultant relationship)

e owner (any ownership interest in which the individual can exercise
control over the actions of the entity)

STEP 5 If you chose Option 1 in item g., complete the “Employment or Other
Relationship to Cap-and-Trade Entities” Table provided on the form to
provide additional details on all employment and relationships. If you need
additional space, provide the requested information on a separate piece of
paper stapled to the Proof-of-ldentity Form. Employment or a relationship
can be described using the titles identified in STEP 4, or other titles as
appropriate.

STEP 6 Item h. - An open bank account in the United States in your name.
Acceptable forms of documentation for item h. include photocopies of a
recent bank statement, a letter from the bank documenting an open bank
account, or a voided check from an open bank account in your name in the
United States. Information such as balance and transactions may be
redacted.
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Figure 15 — Proof-of-Identity Form (partial)
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Proof-of-ldentity Form — Section 2.0

STEP 7 Proof-of-ldentify documents must be notarized. To notarize Proof-of-
Identity documents, request a jurat from a notary public. The notary public
will describe each document on the jurat and attach the copies to the jurat.
Your documents must be notarized no more than three months before
submittal. (See Figure 16)

Proof-of-ldentity Form — Section 3.0

STEP 8 Disclose any felony criminal convictions in the previous five (5) years.
Check the box under Section 3 on the Proof of Identity Form if you have
had any felony criminal convictions in the previous five (5) years. If you
have a felony conviction you must provide details of the conviction on the
fields in Section 3. If you have more than one conviction to disclose, provide
the requested information for all convictions on a separate piece of paper
stapled to the Proof-of-ldentity Form. (See Figure 16)

Proof-of-ldentity Form — Section 4.0

STEP 9 Sign the Proof-of-ldentity Form. ARB recommends that you wait to sign
the form in front of the notary public.
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Figure 16 — Proof-of-Identity Form (partial)
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3.3 Submitting the User Registration Documents

All forms and documentation must be submitted before your user registration will
be reviewed. The User Registration Checklist provides the address for submitting all
user registration forms and documentation to the California Registrar.

Covered and opt-in entities have two options available to their employees for submitting
the Registration Forms and KYC Documentation. All KYC documentation must still be
completed. If you are an employee of a covered or opt-in entity, you should review the
options with an authorized representative of the entity.

3.3.1 Proof-of-Identity Form — Know-Your-Customer Documentation Options for
Representatives and Agents of a Covered Entity or Opt-in Entity

Covered entities or opt-in covered entities (covered entity), as defined in section 95802
of the Regulation, have two (2) options for submitting the required KYC documentation
for employees registering in the CITSS to represent the covered or opt-in entity.

Option 1: The covered entity may have their employees submit all documentation
(CITSS #1 User Registration Checklist, #2 User Registration Form, #3 Proof-of-
Identity Form, and notarized proof-of-identity documentation) directly to the
California Registrar.

Option 2: The covered entity may accept all documentation (CITSS #1 User
Registration Checklist, #2 User Registration Form, #3 Proof-of-ldentity Form,
and notarized proof-of-identity documentation) from their employees, provided
the covered entity and each employee completes the following requirements:

1. Each employee must register in the CITSS and provide their date of
birth. The employee must identify their personal Primary Residence
address.

2. Each employee must also complete the Know-Your-Customer
Compliance Documentation with Individual Attestation Form.

3. Each employee must provide the following completed forms to the
covered entity: CITSS #2 User Registration Form; #3 Proof-of-ldentity
Form; notarized proof-of-identity documentation; and Know-Your-
Customer Compliance Documentation with Individual Attestation Form.

4. The covered entity must complete the Know-Your-Customer
Compliance Documentation with Covered Entity Attestation Form.

5. The covered entity must submit the following completed forms to the
California Registrar: the Know-Your-Customer Compliance
Documentation with Covered Entity Attestation Form, and each
employee’s original CITSS #2 User Registration Form and Know-Your-
Customer Compliance Documentation with Individual Attestation Form.

6. The covered entity shall retain each employee’s Proof-of-ldentity Form
and proof-of-identity documentation. ARB’s Executive Officer or his
representative shall be permitted, at any time, to review and audit the
documentation.

All forms and guidance are available on the ARB cap-and-trade webpage at:
http://www.arb.ca.gov/citss.
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3.3.2 Proof-of-Identity Form — Documentation Does Not Match Electronic Data

If your name or address has changed and that change is not reflected on the
documentation provided, you can provide current information by completing the
processes described below.

Name Change

If your name has changed since your identification card, license, or passport was
issued, you can provide documentation in any one of the following three (3) ways:

1. If submitting a passport, provide the passport with your previous name, and a copy
of the marriage certificate or court order that documents the change to your current
name.

2. If submitting a driver’s license or ID card, provide a copy of your driver’s license or
ID card issued in your prior name and either:

e a copy of a temporary license (if issued) showing the new name, or

e a copy of the marriage certificate or court order that documents the change to
your current name from what was recorded.

Any certificate or court order that documents the change to your current name must be
issued by a government agency within the United States or a foreign jurisdiction that is
authorized to issue such documents. The document must be a dated, legible, and
unaltered copy showing the government seal, stamp, or other official imprint.

Address Change

If your residence address has changed since your current driver’s license or ID card
was issued, additional documentation that includes the individual’'s name and the
current residential address will be needed to document your primary residence address.
Acceptable additional forms of documentation include:

e A copy of a utility bill from within the past three months. Examples are:
electricity, gas, cable, or water bill from within the last three months. Balances
may be redacted (covered with a black mark) before copying.

e A copy of your voter registration card.
e A copy of a current federal or state tax return.
e A copy of a current automobile registration.

e A residential lease or rental agreement that indicates a current lease term. The
lease must be signed and dated by all parties. Dollar amounts may be redacted.

e A property deed for the individual’s current residential address. A property deed
can be either (1) a valid deed of trust for the individual’s property of current
residence that identifies the individual as a grantee of the trust, or (2) a valid
certificate of title issued by a licensed title insurance company that identifies the
individual as a title holder to his or her property of current residence.

Examples of documents that are NOT acceptable proof of residency:
e Hunting or fishing license
e Cellular phone hill

If you have any questions about completing the registration documents, contact the
CARB CITSS Help Desk by email at: CACITSSHelpdesk@arb.ca.gov or by phone at:
916-324-7659.
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3.4 Correcting Errors in Electronic Registration Data

If you discover that you have made an error in your online data entry, there are a few
ways to explain and document the difference and allow the California Registrar to
process your registration request.

If you entered an error in your data entry, you can correct this by completing any of the
three (3) options below (Figure 17):

1. On Form #2 (User Registration Form) that is printed from the CITSS, line through
any incorrect data, write in the correct information to the right, initial, and date the
entry. Do not obscure the original entry, only draw a line through it.

2. Complete a “CITSS User Registration Online Data Entry Supplement” available
in Appendix B and on the ARB CITSS web page at http://www.arb.ca.gov/citss. Fill
in only those fields to be corrected, sign, date, and include this form with your
packet of forms and hard-copy documentation.

3. Attach a signed and dated letter to your User Registration Form, describing the
data entry error and providing the correct data.

NOTE: The following are some commonly encountered errors:

e Entering a business address as a primary address, instead of a residence
address.

e Entering an error in birthdate by selecting a wrong date, month, or year from the
drop-down lists.

e Entering a common name instead of legal name (example: data entry should
show “James” not “Jim”).
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Figure 17 — Forms Available to Make Corrections
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3.5 User Registration Approval/Denial

Once the online portion of the User Registration has been successfully submitted and
the required hard-copy forms and documentation have been received and verified to be
complete, the California Registrar will review all submitted information and
documentation, and the User Registration will be either approved or denied.

You will not have access to the CITSS using the requested User ID and Password until
the registration is approved. ARB expects registration review to take approximately two
(2) weeks. Figure 18 is an example of the account disabled message that an individual
would receive if a user tries to log in to the CITSS prior to Registrar approval.

If you have not received any emails following submittal of online data or hard-copy
documentation, there may be a problem with the email submitted. Contact the CARB
CITSS Help Desk by email at: CACITSSHelpdesk@arb.ca.gov or by phone at: 916-324-
7659.

If you receive a notice that your registration was denied, please contact the CARB
CITSS Help Desk for further information.

Before the CITSS Help Desk personnel can answer any questions on an individual
registration or an individual or entity’s account(s), you will be asked to verify your
identity through a series of questions based on the information in your registration.

Email - Email confirmation will be sent to the user after the California Registrar has
reviewed the submitted User Registration to notify the user of either approval or denial.

Figure 18 — Attempt fo Login - Account is Disabled

WClL1 I Compliance Instrument English - Francais
C I S S Trackﬁug System Service

f . Sign In

Login
H
e ‘ @ Your CITSS user account is presently disabled. Please contact the Califomia Help Desk at 916-324-7659 if you have questions.
Contact Us
User Registration You must Login to the CITSS. In order to Login, you must have a User ID and a password. If you need to create a User ID and password, proceed to the User

Registration page.
Your password is case-sensitive.
Notice: The CITSS is for use by authorized users. Use is monitored and/or may be restricted at any time. Confidential information may not be accessed or
L used without authorization. Unauthorized or improper use of this system may result in administrative, civil, and/or criminal penalties. Use of this system,
authorized or unauthorized, constitutes consent to monitoring and information retrieval. By accessing this system you are acknowiedging and consenting to
these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree to the conditions in this nofice.

* = Required field

User ID:

Password:

Forgot password?
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4.0 Active CITSS Users

Once a User Registration has been approved by the California Registrar, the User may
access the CITSS. When you are notified of your approval, login to the CITSS to review
all the information you entered and update the user profile information, if necessary. If a
CITSS User is approved based on corrections made on the submitted hard-copy
documentation, the Registrar will not approve any account applications submitted by or
designating this User as a representative until the user registration information is
revised to match the hard-copy documentation.

An approved CITSS User can also apply for accounts on behalf of an entity or individual
that has authorized them to do so.

STEP 1 Access the CITSS using the links provided. Click on “Login” to display
the Sign-In page displayed in Figure 19.

STEP 2 Enter your User ID and Password to gain access to your User profile
and any of your associated accounts.

Figure 19 — CITSS Sign-In Page

t English - Francais

Login Sign In

Home

Contact Us “You must Login to the CITSS. In order to Login, you must have a User ID and a password. If you need to create a User ID and password, proceed fo the User
User Registration Registration page.

Your password is case-sensitive.

Notice: The CITSS is for use by authorized users. Use is monitored and/or may be restricted at any time. Confidential information may not be accessed or
used without authorization. Unauthorized or improper use of this system may result in administrative, civil, and/or criminal penalties. Use of this sysiem,
authorized or unauthorized, constitutes consent fo monitoring and information retrieval. By accessing this system you are acknowledging and consenting to
these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree fo the conditions in this nofice.

User ID:

Password:
Sign In

Eorgot password?

Western Climate Initiative, Inc. (WClI, Inc.) is a non-profit corporation formed
to provide adminisirative and technical services to support the

implementation of siale and provincial greenhouse gas emissions trading © 2012 SRA Intemational, Inc.
programs All rights resarved,
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4.1 User Home Page

After you have logged into the CITSS, a “Welcome to WCI CITSS” screen appears.
This page is your User Home Page. Your User ID appears on the upper right of the
screen (circled in Figure 20). To return to this screen from other pages, you can click
on this User ID or “Home” on the left navigation menu. From this screen you can
navigate to your user profile to verify or change data as needed.

The User Home Page displays the following in the boxes in the center of the page:
e Any accounts that the user is associated with as a representative or account
viewing agent
e Any pending and in-process account applications that the user has submitted
e Any pending account transfers that are awaiting action

The left-hand navigation list provides access to the following:
e “My User Profile” — the approved registration data for the individual

e “Account Registration” — to submit a new account application

e “Transfer History” — a history of all transfers from all accounts that this individual
is associated with as a representative or viewing agent

Click on “My User Profile” on the left navigation menu to access your user
profile.

Figure 20 — Welcome to WCI CITSS - User Home Page

WCl, Inc. C English - Frangais - LOGGEDIN /.3: mmason
s s Rt

Welcome to WCI CITSS

Log Out

Home

C My Accounts

Ny User Profile

< J Operallng Account Type Account Jurisdiction Account Actions
Name Number Status

Account Registration Meg Mason General CA087-987 California Active [ View |
Atlanta Corp. Georgia Account Exchange Clearing CA988-988 California Active | View

Transfer History Holding View |
Charlottesville Virginia Account General CA989-988 California Active [ View |
Corp. E—
Los Angeles Corp. California Account Compliance CA991-990 California Active | View |
Los Angeles Carp. California Account ~ General CA991-991 California Active [ View |
1 2 3 Next 1-5 of 15 records

Account Applications

You do not have any open account applications.

Pending Transfers

You do not have any pending transfers to review.

Western Climate Initiative, Inc. (WCI, Inc.) is a non-profit corporation
formed to provide administrative and technical se ul
WCI, Inc implementation of state and provincial greenho a L @ 2012 SRA Intemational, Inc

trading programs. Al rights reserved
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4.2 User Profile
The “User Detail” screen (Figure 21) displays all of the current user information.

Review all data to verify what was entered during registration. This page can be
printed for your records but should of course be stored securely.

The first field under “Personal Information” is the User Reference Code that was
assigned at the time you registered. This code may be shared with others for
purposes of assigning you as a representative on entity accounts. This code will not
provide access to your personal information.

Under “Login Information.” Notice that the password and security questions are not
displayed; these are only known to the user. The fields will show your User ID, your
role in the CITSS (“User”), the status of your access (“Active”), the terms and conditions
you accepted (“CARB TERMS”), and the date you were registered.

The Representative Assignments box at the bottom of the page displays all
representative and viewing agent assignments for this CITSS user.

If any data needs to be revised, click on the Edit button next to the User Detalil
Title.

California Environmental Protection Agency
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Figure 21 — User Detail Page (User Profile)

- LOGGED IN AS: mma

Log Out
Home

You last logged into CITSS on: 2012-09-27 16:43:06 EDT

User Detail

This screen shows the current user infermation in the system. Users may press the Edit link at the top of the screen to make changes to the information
or to update their password. Ifthe user has proposed a change to a field that requires Registrar approval, that field is identified with a *1". The change must
My User Profile be approved by the Registrar before the change is final. Pending changes are listed in the right column. Ablank, pending change means the value was
proposed to a blank value.

Contact Us

Account Registration
1 = Data requires jurisdiction approval before itis final

Transfer History
Personal Information

User Reference Code BSSNFE3JFWBW
Salutation

~ First Name Meg
Middle Name
Last Name Mason
Suffix
Date of Birth 1962-10-16
Job Title Vice President
Organization Mega Power Corp.
Department Environmental Affairs
Telephone 5555554444

(example: 9163247659)
Telephone Ext.
Mobile Telephone

Fax Number 5555555555

(example: 9163247659)

Email mmason@megacorp.com
Email Language Preference English

Primary Residence

Street 1 14 Park Ave
Street 2

City. New York
State/Province New York
Postal Code 10001
Country United States

Mailing Address

Street 1 14 Park Ave
Street 2

City New York
State/Province New York
Postal Code 10001
Country United States

Login Information

Jurisdiction California
User ID mmason
Role(s} User

Status Active

Terms Accepted CARB TERMS
Date Registered 2011-10-01

Representative Assignments

Representative Type Representative Legal Name
Status

perating Accoun Account Ju n
ame Number

Primary Account Active Meg Mason General CA987-987 California
Representative
Alternate Account Active Atlanta Corp. Georgia Account Exchange Clearing CA988-988 California
Representative Holding
Primary Account Active Charlottesville Virginia Account General CA989-988 California
Representative
Primary Account Active Los Angeles California Compliance CA991-990 California
Representative Corp. Account
Primary Account Active Los Angeles California General CA991-991 California
Representative Corp. Account
Alternate Account Active Jacksonville Florida Account Compliance CA992-991 California
Representaive Corp.
Alternate Account Active Jacksonville Florida Account  General CA992-992 California
Representative Carp.
Primary Account Active Raleigh Corp. North Carolina Compliance CA993-992 California
Representative Account
Primary Account Active Raleigh Corp. North Carolina General CA993-993 California
Representative Account
Primary Account Active New York Corp. New York Compliance CA994-993 California
Representative Account

1 2 HNext 1-10 of 15 records

m Climate Initiative, Inc.

formed to provide admi
WCl,Inc implementation of state and provin
trading progra
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4.3 Updating a User Profile

If any of the information provided during registration changes, the User is responsible to
notify ARB and, if necessary, request approval of the changes. If you have been
identified as a representative on any compliance instrument accounts, the Regulation
requires that the CITSS User provide updated information within 10 days of the change.
You can enter proposed changes electronically (see Figure 22).

Fields with an exclamation point (!) require approval by the California Registrar before
the change can go into effect. The fields that do not have an exclamation point (!) can
be edited immediately without approval. Depending on the nature of the change and
the reason for the change, changes to information that was verified during the initial
registration may require new forms to be signed and new documentation to be
submitted.

On the pages that follow, Table 1 indicates what fields require approval and in what
circumstances new or updated documentation will be required. Table 2 identifies user
profile fields that cannot be changed or updated.

Upon review, the requested edits may be approved or denied. Until review is complete,
the initial data will be used for all actions in the CITSS, and the original email address
will be the email address for all correspondence. If for some reason the original email
address is disabled and you are unable to receive communication from the CITSS
through email until a new email address is approved, contact the CARB CITSS Help
Desk by email at: CACITSSHelpdesk@arb.ca.gov or by phone at: 916-324-7659.

A user is not allowed to move their CITSS User ID to another individual. In such a case,
the new individual will be required to register for a new CITSS User ID.

@

Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. This email is generated to ensure that the individual intended to
submit a change to his or her user account.

California Environmental Protection Agency
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Figure 22 — Edit User Information Page

WC, Inc

fre— Edit User Information

Log Qut

Home

Contact Us

My User Profile

Account Registration

Transfer History

CITSS

English + Francais » LOGGED INAS: jenkins

This page allows users to edit their contact information. Asterisks (%) indicate required fields. After correcting the desired fields, press the Submit Changes

button at the bottom of the screen

Many fields can be updated i

. For security p

, fields di

d with an

mark (1) require Registrar approval. When these fields

are changed and the Submit Changes button is pressed, these fields will be identified on the User Detail Screen indicating that there is a Pending change.
The Registrar will email the user upon Approval/Denial of the proposed change.

field

I = Data requires jurisdiction approval before it is final

Personal Information
Salutation

First Name

Middle Name

Last Name

Suffix

Date of Birth

Job Title

Organization Name
Organization Department
Telephone Number
Telephone Extension
Mobile Phone Number
Fax Number

E-Mail Address

Correspondence Language

Primary Residence
Street 1
Street 2

City
State/Province
Postal Code
Country

Mailing Address

Use Primary Residence for
Mailing Address

Mailing Street 1
Mailing Street 2
Mailing City

Mailing State/Province
Mailing Postal Code

Country

Login Information
Jurisdiction

User ID

Role(s)

Status

Terms Accepted
Date Registered

User Reference Code

Update Password
Current Password
New Password

Confirm New Password

Comments
Data Change Comment

Submit Changes

Jerry
Joseph

Jenkins

|18 [=] October

[=]/1990

=

Administrative Assistant
Union Pacific
Admin

5556551111

5565553333
55bERE2222
iienkins@sra-dev.com

[English _[~]

5438 Factory Bivd
Building 37

Los Angeles
| California
90001
United States

]

50 Valley View Road
Suite 900
Stockton

| Califoria
95219
United States

California
Jienkins

User

Active

CARBE TERMS
2011-10-24
JKDF7RVEJSHR
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Table 1. User Profile Fields That Can Be Changed or Updated

Field Required Registrar | Additional Documentation Required
Field Approval
Required
Personal Information

e Salutation N Y None if entry is a correction and existing

o Suffix KYC documents show corrected salutation
and/or suffix. If it's a name change, then
new, notarized KYC documentation is
required.

e First Name Y Y None if entry is a correction and existing

e Last Name KYC documents show corrected name.

If i's a name change, then new, notarized
KYC documentation is required.

¢ Middle Name N Y None if entry is a correction and existing
KYC documents show corrected name.

If i's a name change, then new, notarized
KYC documentation is required.

e Date of Birth Y Y No change allowed except for a correction,
in which case KYC documentation must
show birthdate as changed.

e Telephone Number Y N No approval or documentation required.
CITSS entry will be accepted on request.

¢ Job Title N N No approval is required. CITSS entry will

¢ Organization Name be accepted on request. To meet KYC

e Organization Department requirements, if there is a change in

« Telephone Extension employment, new documentation may be

e Fax Number requested by the Registrar.

¢ Mobile Phone Number N Y No documentation required. Change will

e Correspondence Language be approved by Registrar on request.

¢ E-Mail Address Y Y No documentation required. Following
verification by test email, change will be
approved by Registrar as requested.

Primary Residence Address

e Street 1 Y Y None if entry is a correction and existing

e City KYC documents show the corrected

e State/Province address. If a new address, new, notarized

e Postal Code KYC documentation is required.

e Country

e Street 2 (not required field)

Mailing Address

e Mailing Street 1 and Y Y No documentation required. Change will

¢ Mailing Street 2 be approved by Registrar on request.

¢ Mailing City

¢ Mailing State/Province

e Mailing Postal Code

e Country

Password

¢ Update Password Y N No registrar action, update completed by

User
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Table 2. User Profile Fields That Cannot Be Changed or Updated

Login Information NOTES

Jurisdiction Selected at initial registration; cannot be changed.

User ID User IDs are unique identifiers of the user record
and cannot be changed.

Role Assigned by the Jurisdiction Registrar; cannot be
changed.

Status Assigned and managed by Registrar as required.

Terms Accepted Indicates the Jurisdiction terms accepted,;
associated with Jurisdiction and cannot be changed.

Date Registered Record of initial registration date.

User Reference Code | User Reference Codes are unique identifiers of the
user record and cannot be changed.

California Environmental Protection Agency
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4.3.1 Updating a User Profile — No Approval Required

If you need to enter a change to the employment fields or your telephone extension, you
can immediately make that change by entering the new data in the CITSS (Figure 23).

STEP 1 Move the cursor to the field to be updated and enter the new data.

STEP 2 Enter a note regarding the reason for the change. This is not required but
is a recommended practice to help you track changes over time.

STEP 3 Click on “Submit Changes.”

STEP 4 Review the updated user profile. Two (2) entries will show that the
changes were proposed and have been made. At the top of the screen a
message indicates “User update successfully submitted.” This message will
be displayed when any change is successfully submitted. On the right side of
the screen, the most recent change submittal is described, showing status,
the date updated, and who made the update.

@' 2
Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. Even though the change does not require approval, this email is
generated to ensure that the individual intended to submit a change to his or her user
account.

California Environmental Protection Agency

Vol. | - Page 47 December 2012 ©E Air Resources Board



http://www.arb.ca.gov/

Active CITSS Users

Figure 23 — User Detail Page (update completed)

' I I SS English =+ Francais =+ LOGGED IN AS: jienkins

@ User update successfully submitted.

T e

You last logged into CITSS on: 2012-12-11 17:43 EDT/EST

User Detail

Log Out

Home

Contact Us

My User Profile

This screen shows the current user information in the system. Users may press the Edit link at the top of the screen to make changes to the information
or to update their password. If the user has proposed a change to a field that requires Reaistrar approval, that field is identified with a *I". The change must
be approved by the Registrar before the change is final. Pending changes are listed in the right column. A blank, pending change means the value was
proposedto a blank value.

Account Registration

Transfer History
= Data requires jurisdiction approval before it is final

Personal Infermation

Proposed Change Status Cleared
Updated Date 20121212

User Reference Code JKDF7RVEJSHR

Salutation

First Name Jerry

Middle Name Joseph

Last Hame Jenkins

Suffix

Date of Birth 1990-10-16

Job Title Manager

Organization Union Pacific

Department Admin

Telephone 5555551111

(example: 9163247659)
Telephone Ext.

Mobile Telephone 5555553333

Fax Number 5555552222
(example: 9163247659)

Email lienkins@sra-dev.com
Email Language Preference English

Primary Residence

California Envir | Protection Agency
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4.3.2 Updating a User Profile — Approval Required

If you need to enter a change to any fields that are identified as requiring Registrar
approval, you can propose that change by entering the new data in the CITSS. The
change will not be effective until Registrar approval.

STEP 1 Click on the Edit button next to the User Detail title. The Edit User
Information screen is displayed.

STEP 2 Move the cursor to the field to be updated and enter the new data. You
can submit multiple changes at one time if necessary.

STEP 3 Enter a note regarding the reason for the change. This is not required but
is a recommended practice to help you track changes over time.

STEP 4 Click on the Submit Changes button.

Review the updated user profile. On the right side of the screen, the most recent
change submittal is described, showing status, the date updated, and who entered the
update. The proposed changes that are still under review are listed to the right of the
current, approved data.

Most of the required data in the CITSS was verified with hard-copy documents during
initial registration and proposed changes to required fields may require documentation
to be submitted to support the requested change. The registrar staff will contact you
with a request for required documentation after reviewing your online request.

STEP 5 Submit any additional documentation requested by the California
Registrar.

Following Registrar approval, the new information will be shown in the User Profile.

Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. This email is generated to ensure that the individual intended to
submit a change to his or her user account.

@ )
Email - The California Registrar will review the user data change and either approve
or deny the change. An email will be sent to the user indicating approval or denial of user
profile changes.
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Figure 24 — Edit User Detail Page

» LOGGED IN AS: jjenkins

CITSS

b e e e e e e e o
\ User Detail You last logged into CITSS on: 2012-12-11 17:43 EDTEST
Log Out
Home
Contact Us @ User update successfully submitted

My User Profile

Account Registration

Transfer History

This screen shows the current user information in the system. Users may press the Edit link at the top of the screen to make changes to the information
or to update their password. Ifthe user has proposed a change to a field that requires Registrar approval, that field is identified with a *I". The change must
be approved by the Registrar before the change is final. Pending changes are listed in the right column. A blank, pending change means the value was
proposed to a blankvalue.

I = Data requires jurisdiction approval before it is final

Personal Information

Proposed Change Status
Updated Date

Pending
20121212

User Reference Code JKDF7RVBJSHR
Salutation Mr. !
First Name Jerry

Middle Name Joseph

Last Name Jenkins

Suffix

Date of Birth 1990-10-16

Job Title Manager
Organization Union Pacific
Department Admin

Telephone 5555551111
(example: 9163247659)

Telephone Ext.

Mobile Telephone 5555553333

Fax Number 5555552222
(example: 9163247659)

Email ilenkins@sra-dev.com
Email Language Preference English
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4.4 User Profile = User IDs and Passwords

CITSS Users must have their User IDs and passwords to access the system. User IDs
and passwords should be kept confidential and never be shared with another
individual.

4.4.1 User IDs

User IDs cannot be changed in the CITSS. User IDs can only be used once in the
CITSS. If your registration was denied or an active registration was disabled, you
cannot apply for a new registration using the same User ID. The User ID is printed on
all forms generated from the CITSS. ARB recommends that each User keeps a copy of
their CITSS forms in a secure location in case they need to retrieve information such as
a User ID. If you forget your User ID and do not have access to your forms, contact the
CARB CITSS Help Desk by email at: CACITSSHelpdesk@arb.ca.gov or by phone at:
916-324-7659.

4.4.2 Changes to Passwords

User passwords are known only to the User and can only be changed by the User.
ARB staff does not have access to a User’s password and cannot retrieve it for them.
If a User forgets their password but can verify their identity through their security
guestions, the CITSS can provide a temporary password for their use to reset the
password (refer to Section 4.4.3 for further directions). It is recommended that
passwords be changed regularly as a security measure. The CITSS will require that
each user change their password every 60 days. Users can change their password by
following the process described below (see Figure 25):

STEP 1 From the User Home Page, click on My User Profile to access the User
Detail Page.

STEP 2 On the User Detail page, click on the Edit button next to the User Detalil
Title and scroll down to the lower portion of the page, to the section
with the header “Update Password.”

STEP 3 Enter the current password.

STEP 4 Enter a new password and enter the new password again in the
Confirm New Password field.

STEP 5 Enter a data change comment if you wish.
STEP 6 Click on “Submit Changes.”
The changes take effect immediately — no approval is required.

@

Email - An email will be sent to the CITSS User confirming that a change to information
was submitted. Even though the change does not require approval, this email is generated to
ensure that the individual intended to submit a change to his or her user account in the CITSS.
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Figure 25 — User Detail - Updating User Login Information

Legin Information
Jurisdiction

User ID

Rola{s)

Status

Terms Accepted
Date Registered

User Reference Code

Update Password
Current Password
Mew Password

‘Confirm New Password

Comments

Data Change Comment

| Submit Changes

Cakfornia
Jsmith4CA

Uzer

Active

CARE TERMS
2012:08-15
XZEBIVWLSIMT
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4.4.3 Lost Password

In the event that a user forgets their password, they can be issued a temporary
password that will provide temporary access into the CITSS, at which time the user will
have to establish a new password.

STEP 1 Click on “Forgot Password” on the CITSS Login page.
The page illustrated in Figure 26 below will be displayed.

STEP 2 Enter your User ID and the email address that was provided with the
User Registration. The temporary password can only be sent to the email
address previously entered by this user. If you do not have access to this
email address or have forgotten the email you registered, you must call the
CARB CITSS Help Desk at 916-324-7659 for assistance.

STEP 3 Complete the CAPTCHA verification and click on the continue button.
The page illustrated in Figure 27 will be displayed.

STEP 4 One of the security questions you selected at registration will be
displayed. Enter the answer you provided at registration. See
Figure 28. Answers are case sensitive.

If the security question is answered correctly, a temporary password will be sent to
the email address provided. This password is valid for 24 hours; during that time you
must log in to the CITSS and change your password through the edit feature on the
User Detail page. Emails will also be sent to the user for any password resets.

If you answer incorrectly, a different question will be displayed. If you answer all
three (3) questions incorrectly, your user access will be disabled and you will need to
contact the CARB CITSS Help Desk for assistance. If a user account is disabled, an
emalil is sent to the user informing them that the access is disabled due to a failed login
attempt.

Figure 26 — CITSS Sign-In Page

English = Francais

Sign In
Login

Home

Contact Us

User Registration

You must Login to the CITSS. In order to Login, you must have a User ID and a password. If you need to create a User ID and password, proceed to the
User Registration page.

Your password is case-sensitive.

Motice: The CITSS is for use by authorized users. Use is monitored andfor may be restricted at any time. Confidential information may not be accessed or
used without authorization. Unauthorized or improper use of this system may result in administrative, civil, andfor criminal penaities. Use of this system,
authorized or unauthorized, constitutes consent to monitoring and information refrieval. By accessing this system you are acknowledging and consenting
to these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree to the conditions in this notice.

User ID:

Password:
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Figure 27 — Request Password Page

W, Inc. English = Francais

D B P T PRSI LS

Request Password - Provide User ID and Email

Login
Home

You may reset your password using the security questions and responses provided when you completed the security questions during user registration
Contact Us

In order to complete the reset process, you must answer the security question correctly. If you answer the question correctly, a temporary password will be
User Registration emailed to you. If you answer the security question incorrectly three times, your CITSS user ID will be locked. If you are unable to reset your password or
your CITSS user ID has been locked, you should contact the Help Desk.

WCI, Inc. CITSS Help Desk:

Email: help@weci-citss.org
Phone number: 1-866-682-7561

UserID:

Email:

Please enter the words you see in the box, in order and separated by a space. If you are not sure what the words are, click the Get New CAPTCHA
button. Visually impaired users can click the audio button to hear a set of words that can be entered instead of the visual challenge

Reformata

IR

Enter the words found above:

Get New CAPTCHA | | Get Audiec CAPTCHA ‘ ‘ Help ‘

tern Climate Initia
to provide : : E pportthe
implementation of state i gree - ons trading Intemational, Inc
All rinshts reserued

WCl, Inc

Figure 28 — Request Password —Security Questions

Request Password - Answer Security Question
Login
Home

‘You may reset your password using the security questions and responses provided when you completed the security questions during user registration.
Contact Us

In order to complete the reset process, you must answer the security question correctly. If you answer the question correctly, a temporary password will be
User Registration emailed to you. If you answer the security question incorrectly three times, your CITSS user ID will be locked. If you are unable to reset your password or
your CITSS user ID has been locked, you should contact the Help Desk

Question In what citytown was your first job?

Answer
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Appendix A

To ensure access to current versions of all forms, this appendix provides links to all
forms.

User Registration Forms

User Registration Forms:

User Registration Checklist ™

User Registration Form

Proof-of-ldentity Form ™

Know-Your-Customer Compliance Documentation with Covered Entity
Attestation Form

e Know-Your-Customer Compliance Documentation with Individual Attestation
Form

California Environmental Protection Agency
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http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/1user_registration_checklist.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/2_user_registration_form.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/3_proof_of_identity_form.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/kyc_entityattest.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/kyc_entityattest.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/kyc_indivattest.pdf
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/forms/kyc_indivattest.pdf
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CITSS User Registration
Online Data Entry Supplement
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CITSS User Registration
Online Data Entry Supplement

This document is a supplement to the CITSS data entry provided online for the
referenced CITSS User, identified by the unique CITSS User Reference Code and User
ID below. Completion of this document does not guarantee approval of the CITSS User
ID. If the User ID is approved, the CITSS user will be required to enter all changes
documented on this form in the CITSS system within a reasonable time following User
ID approval. Failure to complete the changes within the CITSS system will be cause for
the User ID to be disabled.

CITSS User Reference Code:

User ID:

First and Last Name as entered in the CITSS:

Updated Information (enter only those fields which are to be updated)

User Information
Salutation

First Name
Middle Name
Last Name

Suffix

Date of Birth
Telephone
Telephone Ext.
Mobile Telephone
Fax Number
E-mail
Correspondence Language

Physical Address
Street 1

Street 2

City
State/Province
Postal Code
Country

California Environmental Protection Agency

Vol. | - Page 60 December 2012 ©E Air Resources Board



http://www.arb.ca.gov/

Appendices

Mailing Address
Street 1

Street 2

City
State/Province
Postal Code
Country

Print Name:

Signature:

Date:
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